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BT 774~
- cas-server-ldap-3.0.7.jar (1)
* Idapbp-1.0.jar (2)
- spring-ldap-1.1.2.jar (3)

(1) 48 (targetT £+ L7 kU )

(2) https://svn.sourceforge.net/svnroot/springframework/repos/
repo-ext/com/sun/ldapbp/1.0/1dapbp-1.0.jar

(3) http://www.springframework.org/ldap (/X — 3 a1 T E)
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- localPlugins/liblZ 77 7' A > % Bl &
- webapp/WEB-INF/classesPN @
deployerConfigContext.xmlf& IE*

'[./___.

* localPlugins Cant war=217

- AERR UTewar 7 7 A VBT 7 2 A

* http://www.ja-sig.org/products/cas/server/ldapauthhandler/index.html
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<property name="cookieSecure" value="true" />
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Plone-2.5.x

BNy r—
* Plone CAS Login 2.5.0 (1)
* CAS4PAS )

(1) http://plone.org/products/plonecaslogin/releases/2.5.0
(2) http://www.zope.org/Members/mrlex/ACUF
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Zope Quick Start |w ..
Root Folder _ Contents T Search T Properties T Security I Undo I ownership T Interfaces I Find I Cache

@ Catalog

(7] Catalogoldi () Pluggable Auth Service at /Plone/acl_users Help!
Control_Pansl
[ Lib CAS Auth Helper v | [(Add
2 Plome : _
(3 Team Type Name Size Last Modified
(3 Toamold1 [] %r chooser 2006-11-19 16:32
68 Test [0 © credentials_basic_auth (HTTP Basic auth) SO006-11-19 16: 32
(1 Testo [0 & credentials_cookie_auth SO06-11-19 1F: 3%
@ acl usars O B local_rales 2006-11-19 16:32
E7) temp_folder F] mutahle_properties o006-11-19 16: 3%
© ZFope Corporation | [J plonecaslogin (PloneCASLogin Instalation) 2007-05-21 16:19
Refresh O ‘e plugins— 2006-11-19 16:32
[1 B portal_role_manager 2006-11-19 15: 32
O] €F sniffer 2006-11-19 16:32
F B source_groups 2006-11-19 16:32
[1 B source_users 2006-11-19 16:32
F user_factory {Plone User Factory) 2006-11-19 16:32

[ Rename ” Cut H Copy H Delete H Import/Expart ] [ Select all
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[ o
_ Activate T Propertes T Dwnership T Interfaces T Security T Propertes ﬁ

@ Catalog
I:I Catalogoldl “ CAS Auth Helper at /Plone/acl_users/plonecaslogin Help!
Contral_Panel
0 - Properties allow you to assign simple values to jects. To change property wvalues, edit the values and click "Save Changes".
Lib

2 plane Name alue Type
D Team Title |PIOneOF'|SLDgin Installation string
. .
r—_l TeamOld1 CAS Login URL |https:ffIocalhostfcasflugin | tring
I:l Test .
CAS Logout URL |https:fflncalhost;"casflogout | tring
O Testz _ o .
(%] acl users Ticket validation URL |https:f’f’lncalhostf’casfvalidate /] string
E3] temp_folder Session credentials id |5tring
© Zope Gorporation Use ACTUAL_URL instead of URL boalean

Refresh [ Save Changes ][ Delete ]

To add a new property, enter a name, type and wvalue for the new property and click the "Add" button.

Name | |T'l,'pE | strineg v |

value | | Add
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Plone-2.1.x

* Plone CAS Login 2.0.1 (1)
+ ACASUserFolder >= 2.0.0b2 (2)

(1) http://plone.org/products/plonecaslogin/releases/2.0.1
(2) http://www.zope.org/Members/regebro/CAS4PAS
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Root Folder

[El Contral_Panel
(3 main
2 Plone
I:l Test

acl_users

£ g termp_folder

i© Zope Corporation
Refresh

_ Contents T Properties T Test T Undo T Ownership T Security 1 o

ACAS User Folder at /Plone/acl_users/Users/acl_users Help!

ACASUserFolder Objects are User Folder capable of CAS Authentication (http:/fwww yale.edu/tp/auth/) Users are generated “on the Av" and they have no way
to authenticate otherwise than with a CAS ticket within this folder (no password support),

This User Folder needs to add a custom button to your site for logins if login redirect is NOT activated.
Mare details in CAS usage scenarios

GRUF Tip: Within a Group User Folder, put this user source LAST AMND activate user persistence.

CAS Server
CAS Ticket Yalidation URL

|https::":"lncalhostfcasfservice‘-.-'alidate

GCAS Login {interactive) URL |https::’f’lncalhostfu:asflngin

|https::’:’lu:ucalhostfcasflngout?urI= locakost |

CAS Logout URL

Default User Roles Manager
With persistent users this setting is used only once at 1st login, Subsequent changes of this setting won't affect |LQENIER
previously stored roles, unless yvou reset all users, Owner
Reviewer

eroup_Administrators

=2

£

Default User Domains |
Same behaviour as for default user roles,

Retain POST data on session timeout

warning! read help if you need high security.
It prevents data loss but enables session exhausting Dos |

Activate CAS login auto-redirect F

Wwarning! read help before activating.
It disable UserFaolder recursion!
In other wards, login is mandatory.

User Persistence
Activate User Persistence

Users are kept uppon Zope restart or session timeout,
This setting allow to manage local roles and is mandatory within a GRUF {Plone) to support groups.

Warning! Changing this setting discards
locally stored user roles.

Fine Tuning
Validate Tickets with ACTUAL_URL
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cas-middleware

Django DGk AT A%
Middlewareft L 72 & D

2N &7 — 3 http://exogen.case.edu/cas_middleware.tar.gz
fi# 0 http://blog.case.edu/bmb12/2006/12/cas for django part 2
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AT d FIEVEUFr EEIT- LA

CASft & #17=Plone

Hi— L mermbers NEWs events
A, #id
WTE MERR - L
JEF-yay Welcome'to Plone = 2007 5A
@ fi b e — FEEEEE 2007E05H 218 13853090 H B X k& * & %
I

Congratulations! ¥ou have successfully installed Plone. 12 3 4 5
O Members & F B 9 10 11 12

If yod're seeing thiz instead of the web site you were expecting, the owner of thiz web site has just installed Plone. Do not contact the Plone Team or the 13 14 15 16 17 15 19
% Mews Plgne mailing lists about this,

20 21 22 2324 25 26
The first thing you should do is to set up your site by visiting the site setup area. Become familiar with Plone by getting one of the 27 28 209 30 31
@ Plone books, and make sure you look at the available @ add-on products and @ online documentation,

Quick Start

Some useful hints if you are new to Plone:

A4 (cas)

s Access key + 4 focuses the LiveSearch field - you can start writing your search terms straight away, and have all your information at
your fingertips without leaving the kevboard, For information about how to use access keys in your particular browser, see the
accessihility page.

= Plone will autornatically be displayved in the language your browser asks for, If you need more control aver languages in Plone, install
Plone Language Tool from the site setup, If you need to maintain your content in multiple languages, download @ LinguaPlone,

= Waorkflow states are color coded if you are logged in, so it is easy to keep track of content security and visibility, Try the site map with
color coding for a visual security inspection of your site!

s If you prefer working with pure HTML, Structured Text or ReStructured Text markup instead of using a visual editor, you can disable it
in your preferences,

More information

For more infarmation an Plone:

@ The Flone Open Source Content Management System website
@\what's new in Plone 2.1

@ Plone documentation

@Plone add-on products

@ Plone mailing lists and support forums

@ available Plone books (recormmended!)

@ Server recommendations for Plone

Plone is based on the Zope application server, and uses the Python programming language. More about these technologies:

@ Fope commmunity
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Products Conferences Clearinghouse Community Developers _m

JASIG
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Languages: English | Espafiol | Frangais | Russian | Mederlands | Svenskt | Italiano | Urdu
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=L members

WA OBFT: Fi— L

FES—ay

B - L
CaMembers

% Mews

% Events

RiEMER

Dsakoda
ZO0o7EQNsAz1H

I:]amano
20074058 218

% Past Events
Z007&E05H 21H

% Events
Z007E05A21H

% Mews

z007# 058 218

BT~ TOHES

AT d FIEVEUFr EEIT- LA

27 A Y -

Mnews events

2 sakoda FAZEIE BEARE TICET  ASTFOR
Welcome to Plone e 2007 5A
et tovoake — RETHEHE 2007F05HA 218 138305 B B X & F & %

1 2 3 4 5

& 7 & 9 10 11 12
If you're seeing thiz instead of the web site you were expecting, the owner of thiz web site has just installed Plone, Do not contact the Plone Team or the 13 14 15 16 17 18 19

Congratulations! ¥ou have successfully installed Plone.

Plone mailing lists about this,

20 21 22 2324 25 26
The first thing you should do is to set up your site by visiting the site setup area. Become familiar with Plone by getting one of the 27 28 209 30 31
@ Plone books, and make sure you look at the available @ add-on products and @ online documentation,

Quick Start

Some useful hints if you are new to Plone:

s Access key + 4 focuses the LiveSearch field - you can start writing your search terms straight away, and have all your information at
your fingertips without leaving the kevboard, For information about how to use access keys in your particular browser, see the
accessihility page.

= Plone will autornatically be displayved in the language your browser asks for, If you need more control aver languages in Plone, install
Plone Language Tool from the site setup, If you need to maintain your content in multiple languages, download @ LinguaPlone,

= Waorkflow states are color coded if you are logged in, so it is easy to keep track of content security and visibility, Try the site map with
color coding for a visual security inspection of your site!

s If you prefer working with pure HTML, Structured Text or ReStructured Text markup instead of using a visual editor, you can disable it
in your preferences,

More information

For more infarmation an Plone:

@ The Flone Open Source Content Management System website
@\what's new in Plone 2.1

@ Plone documentation

@Plone add-on products

@ Plone mailing lists and support forums

@ available Plone books (recormmended!)

@ Server recommendations for Plone

Plone is based on the Zope application server, and uses the Python programming language. More about these technologies:

@ Fope commmunity
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@ Login succeeded. Welcome, sakoda.
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settings.py P D IR 55

t DA N

2K

CAS POPULATE USERIZEF
LEEY2— N4 ZEXET D
: CE /CEI:}_L‘%KTHBO

CAS POPULATE USER = 'mysite.utils.populate user'
5: LizSdid 7 e ¥ = 7 FNDutils.pylZpopulate user?

£9 D
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def populate user(user):
user.1s staff = True
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@‘[JZ)X?) % 73) D&)/\O\—— \: Vi g %%
2 B Bk - Deditor 7 /L— 7\ CEXTE

from c

jango.contrib.auth.models import Group

def po:

bulate user(user):

user.1s staff = True

try:

group = Group.objects.get(name='editor')
user.groups.add(group)

except:
pass
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Z U T F L Dviews.py D
logout X v R

def logout(request, next page=None):
from django.contrib.auth import logout
logout(request)
if not next page:
last page = request. META.get("HTTP REFERER')
next page = last page or settings. CAS REDIRECT URL
return HttpResponseRedirect(next page)
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585[1ZCAS REDIRECT URL~

def logout(request, next page=None):
from django.contrib.auth import logout
logout(request)
if not next page:
next page = settings.CAS REDIRECT URL

return HttpResponseRedirect(next page)
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settigs.py®CAS REDIRECT URL
1L Z A T

SITE URL = “http://mydjango/mysite/”’
CAS SERVICE URL = 'https://casserver/cas/'
= "%slogout?%s" % (
CAS SERVICE URL,
urllib.urlencode({'url.:SITE URL}))
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